PC 2 Profitability FIT Digital Certificate Request and Installation
Windows 7/8/10/11 - Internet Explorer

A digital certificate is required on each computer to access the Profitability FIT application. Listed
below are instructions on how to request and install this digital certificate. If you have any
questions, please email Profitsupport@pcbb.com or your Profitability FIT Bank administrator.

Note: Bank IT Departments — see page 5

1. Log on to https://bigcert.pcbb.com/certsrv/

a.  Enter your email address and password for Profitability FIT

o o A d.d
cIm |I| Address |

Forgot your password?

2. Click on Root Certificate Installation

Root Certificate Install

Install this Root Certificate by clicking the link below and acknowledging the security warnings.
Once the certificate has been installed, click Continue.

[Root Certificate installation ]

l Continue “ Cancel I

3. A prompt box may appear (like the image below), allow file to Run

Do you want to run or save RootCertificatelnstaller.exe (92.1 KB) from bigeert.pebb.com? Save ¥ Cancel

4. A second prompt may appear, allow to Run

@ The publisher of RootCertificatelnstaller.exe couldn't be verified, Are you sure you want to run the program?  Learn more View downloads

p: (888) 399-1930 a: 1676 N. California Blvd., Suite 300
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5. Click Continue

Root Certificate Install

Install this Root Certificate by clicking the link below and acknowledging the security warnings.
Once the certificate has been installed, click Continue.

Root Certificate installation

| Continue ||| cancel

6. A prompt may appear, select Yes

Web Access Confirmation

This Web site is attempting to perform a digital certificate operation on
™ your behalf:

https://bigcert.pcbb.com/certsrv/certfnsh.asp
You should only allow known Web sites to perform digital certificate

operations on your behalf,
Do you want to allow this operation?

| Yes Il No

7. Complete the Certificate Service Request Form and Submit:

Email: use the same email as username

Certificate Services Request Form
Another security certificate needs to be installed on your computer before using Profitability FIT.
Complete this request form, and then click Continue.

E-Mail: [ John.Smith@bank.com

Name: | John Smith |
|
|

Company: |The Bank X
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8. A prompt may appear, select Yes

Web Access Confirmation
This Web site is attempting to perform a digital certificate operation on
'A, your behalf:
https://bigcert.pcbb.com/certsrv/certfnsh.asp

You should only allow known Web sites to perform digital certificate
operations on your behalf.
Do you want to allow this operation?

| Yes II No |

9. Click on Install this certificate

Certificate Issued
Congratulations, the certificate you've requested has been issued to you.

Click the link below to install the certificate on your computer.

[=~]install this certificate ‘\

Click on Install this certificate

10. Certificate Installation completed

A) Please close all Internet Explorer browsers and sign into Profitability FIT at
https://profitintel.pcbb.com.

Certificate Successfully Installed
Congratulations, the cerfificate you've requested has been successiully installed.

To start using Profitability FIT please close your browser and start a new session before signing into Profitability FIT
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B) If you receive the below message instead, please follow the below instructions OR
contact your IT department and see page 5, Note to Bank IT Departments.

Certificate Issued
Congratulations, the certificate you've requested has been issued to you.

Click the link below to install the certificate on your computer.

Install this certificate

This CA is not trusted. To trust certificates issued from this certification authority, install this CA certificate

a. To trust certificates issued from this Certification Authority, click on Install this
CA Certificate

Certificate Issued
Congratulations, the certificate you've requested has been issued to you

Click the link below to install the certificate on your computer

[==]install this certificate

This CA is not trusted. To trust certificates issued from this certification authority, install this CA certificate

Click on Install this certificate |/

b. Click Open

c. Click the Install Certificate button

d. When the certificate import wizard appears, click Next

e. Click the Place all certificates in the following store radio button and click the
Browse button

f. Scroll up and select the Trusted Root Certification Authorities folder

g. Click the OK button

h. Click Next

i. Click Finished

j- Click OK when the Import was Successful message appears

k. Click OK to close the certificate information window

l.

Go back to the webpage and click on Install this Certificate

Certificate Issued
Congratulations, the certificate you've requested has been issued to you.

Click the link below to install the certificate on your computer

:2~~lInstall this certificate

This CAis not trusted. To m P — ation authority, install this CA certificate
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Note for Bank IT Departments

The “root certificate” installation is required before one may download and install the CA
certificate. The “root certificate” may require the requestor to have administrator rights on
their machine in order to complete the installation. Please either provide the user with
administrator rights or download the “root certificate” on the machine on the user’s behalf.

A) Log on to the user’'s computer as Administrator and log on to
https://bigcert.pcbb.com/certsrv/ in Internet Explorer

B) Enter your (or users) email address and password for Profitability FIT

Forgot your password?

C) Install the “root certificate” by clicking on Root Certificate installation.

Root Certificate Install

Install this Root Certificate by clicking the link below and acknowledging the security warnings.
Once the certificate has been installed, click Continue.

[Root Certificate installation ]

l Continue ” Cancel l

D) To check that the “root certificate” has installed correctly,:
a. Go to Internet Explorer Tools and select Internet Options.
b. Select the Content tab and then Certificates.

c. The root certificate will be installed in the Trusted Root Certification
Authorities tab as BIGWEB1. (See image on next page)

d. BIGWEB1 must be present in this tab before the user may log into the

machine and proceed with steps 6 — 11.
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Image: Root Certificate has Installed Correctly

nternet Opticns ¥ 2
fo To User
ot - COOTIENt L onnsr l‘. =~ ~ wTar— T
- ————— =

—| Certificates . S
— e 9
= | Intended purpose: <Al = v]
“ol | [ intermediate Certification Authorities| Trusted Root Certification Authorities IlTrusted publ + |+ |
dmi o i
— Issued To Issued By Expiratio...  Friendly Name it
— 54 AddTrust External ...  AddTrust External CA... USERTrust
l_E-a-u- [l america Online Roo...  America Online Root ... 11/19/2037  America Online R...
— @Ealﬁmnre CyberTru,., Baltmore CyberTrust ... 5/12/2025  Baltimore Cyber...

—JEIGWEE1 BIGWEB 1 8/6/2030  <Monex
— Zle1GwER1 BIGWEB 1 8/8/2030 <None>
— - C1SWIFT1 C1SWIFT1 ??18?5[] 15 <Mone =

@CIBSS 3 Public Prima... Class 3 Public Primary ... 8/2/2028 VeriSign Class 3 ...

@CIBSS 3 Public Prima... Class 3 Public Primary ... &/1/2028 VeriSign Class 3 ...

@ Class 3 Public Prima... Class 3 Public Primary ... 1/7/2004 VeriSign &

-
S

| mmport... || Export..

Remowve

Certificate intended purposes

user

Learn more about certificates

Windows 7/8/10/11 - Internet Explorer

w: www.pcbb.com

p: (888) 399-1930

Server Authentication, Client Authentication, Secure Email, Code Signing, Time
Stamping, Encrypting File System, IP security tunnel termination, IP security
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