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Digital Assistants, Biometric ATMs & Data
Storage

by Steve Brown

A potential new hack nicknamed DolphinAttack has been found by researchers in China. It reportedly
records and sends unauthorized commands to digital assistants at an ultrasonic frequency. Just like
dolphins, such frequencies are not detectible to humans but are easily heard (transferred) by devices.
Researchers found they could give high frequency commands to most digital assistants including
Alexa, Siri, and Microsoft Cortana. How this plays out with all the work going on in the biometrics
space is yet to be seen, but it is interesting.

As the banking world looks to biometrics as a way of eliminating passwords, pin numbers for ATMs
and enhancing the security on customers' accounts, it is discovering that the new authentication
methods are a bit of a mixed bag. One of the biggest issues is in the process of storing customers'
individual details (such as fingerprints or iris scans), which creates its own security risks.

That's right, using fingerprints or iris scans as a security measure for ATMs, or any other device or
account, creates the possibility that hackers could steal such information from the databases where it
is stored. Unlike pin numbers, which can be easily replaced with new ones, the potential risks of
hackers stealing people's biometric information could have longer term implications. This is
particularly true as many biometric measurements such as fingerprints are permanent.

If hackers are able to steal someone's fingerprint information for example, they could easily steal
their entire identity and even potentially implicate that person in a crime. While that may sound like
something out of science fiction, consider this true story. In 2016 researchers from mobile security
firm Vkansee were able to copy people's fingerprints with Play-Doh. They then used that children's
toy to successfully fool 90% of fingerprint readers. Even though advanced infrared cameras now
measure oxygen levels to validate a living person vs. a forged fingerprint, the stakes remain high for
banks. After all, consider a can of Play-Doh costs as little as 40 cents each.

Beyond the complications of storing biometric information for customers is the cost of doing so. Here,
costs can be very high because security must be very high. Such issues have even led major banks
like Citibank to abandon past efforts to incorporate biometrics into ATMs.

To eliminate the risks of storing biometric information, some of the industry's largest banks have
begun shifting the responsibility of protecting customers' biometric information to customers
themselves. Most people already keep their cell phones with them at all times, so banks are realizing
this provides an opportunity.

ATMs that use biometrics will rely on mobile apps and programs that will transmit a unique digital
token to an ATM whenever a person tries to withdraw money. Instead of customers using their
fingerprints or iris scans to access ATMs directly, people will use biometrics to access programs or
apps on their phones that will then interact with the ATMs. This allows the bank to bypass direct
collection of biometric data. Among the banks that have begun using such an approach at ATMs are JP
Morgan and Wells Fargo.
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According to biometric security company HYPR, there are already more than 2B cell phones in
existence that have the capability to use biometrics and 42% of retail banking customers say they

would not use a banking or payment app without biometrics. Clearly, customers at some level like
biometrics.

Given the cost of creating and testing biometric ATMs, it is likely to be some time still before such
ATMs become commonplace.

Still, community banks should be aware of the industry's increasing adoption of biometrics and the
likelihood that customers will eventually be looking for widespread availability of such authentication.

In the meantime, keep your Play-Doh handy and your finger on the pulse of the customer.
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BANK NEWS

New Low

Unemployment has come close to a 16Y low of 4.4%. At the same time, inflation has stayed
stubbornly below the Fed's ideal level of 2.0% for the majority of the past 5Ys - for Q2 17 it was 1.9%.

Rate Hike

Ex Fed Dallas President Fisher said the Fed still has "room to increase the short (federal funds) rate
25bp" in Dec and that it won't hurt.

No Savings
Wells Fargo research finds 41% of millennials are not putting any money away for retirement. One
reason mentioned is that they are earning around 20% less than boomers were at their age.

Income Rising

The Census Bureau reports real median household income increased 3.2% from 2015 to 2016, rising
to $59,039. This is the highest level since 1999.

Retail Shift

Kohl's said it will soon open 1,000 square foot "Amazon stores" within 10 of their own stores. These
stores within stores will sell Amazon products and Kohl's hopes they will bring in more traffic and lead
to more sales.

Teen Shift

According to eMarketer, the number of teens that use Facebook will decrease by 3.4% this year, as
they gravitate towards Facebook's Instagram platform and Snapchat. This is the first time that
eMarketer has forecasted any decline for a specific age group on Facebook.

GDP

ABA Economic Advisory Committee predicts GDP will end the year a little above 2%. The Committee
also expects 2018 growth to increase slightly, especially with any tax cuts or increase in
infrastructure spending.

DEPOSIT OPPORTUNITIES

In an effort to expand our relationships, PCBB is pleased to offer community banks a money market
deposit account rate of 1.35%, subject to availability. Contact operations@pcbb.com.
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