BID Daily Newsletter Aug 30, 2017

New Cyber Security Ratings

by Steve Brown

Bug burgers are now being sold in Switzerland. Apparently, there has been a change in the food and
safety laws, which opens the door to insect-based foods. That means all you tourists out there can
now eat insects such as crickets, grasshoppers and mealworms along with your Swiss cheese.
Whether this will take off as the latest trend for foodies or just gross everyone out, we will all have to
wait and see. For bankers, eating bugs may in fact be easier than trying to figure out the ins and outs
of cyber risk ratings.

Of course, bankers all know about cyber risk, but what about the measuring and rating of a bank's
cyber risk? Now that the country and industry are progressing further along the technological
lifecycle, it is more imperative than ever to ensure that these ratings are fair and accurate.

In light of this, some of the banking industry's largest players came together with more than 40 major
US companies as a part of a consortium to establish "Principles for Fair and Accurate Security
Ratings." These ratings set six standards that aim to encourage fairness and accuracy in this area.
Bank of America, Bank of New York Mellon, Citigroup, JPMorgan, US Bank and Wells Fargo have all
joined in the consortium. This was all organized by the US Chamber of Commerce, along with a group
of leading companies including Microsoft, Cisco and Starbucks.

These new principles were created in response to the growing number of organizations generating
security ratings that are supposed to indicate a company's ability to withstand cyber-attacks. Such
ratings are used for everything from due diligence for potential M&A, to the potential risk that
insurance companies assign to companies and even by companies themselves to identify any
weaknesses they may have.

Security ratings are often determined without a company's knowledge, using methodologies that vary
between the organizations that generate them. Further, without any agreed upon guidelines, there is
no guarantee that such ratings are accurate and there is no way to dispute them.

In an effort to promote uniformity in how these ratings are determined, as well as to provide
companies with a basis from which to understand their individual ratings, the consortium modeled its
ratings principles on the approach of the Fair Credit Report Act utilized by the major ratings agencies.

In order for you to become a little more familiar with these six principles, we are providing them
below.

Transparency: Companies that have been rated should be provided information on the
methodologies and the specific data used to rate them.

Dispute, Correction and Appeal: Rated companies should be able to challenge the ratings
assigned to them and to correct any inaccurate data used to determine those ratings. This should
include a documented appeals process.
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Accuracy and Validation: Ratings should be empirical and determined by data, and rating
companies should provide information on the historical performance of their models.

Model Governance: If rating companies are going to change their methodologies they should inform
the companies they rate before doing so and should indicate what kind of impact such changes will
have on any existing ratings.

Independence: Ratings should be in no way impacted by whether or not a rating company has any
sort of business agreement with the company they are rating.

Confidentiality: Rating companies need to protect any information provided to them by a company
they have rated that is disputing its rating.

It is important for community banks to be aware of these principles and monitor any cyber security
ratings that may be done on your institution.

In an increasingly digital world, a cyber security rating may become more important to customers and
vendors, so staying on top of this trend should be on your menu too in order to avoid eating an
unsavory ratings bug somewhere.
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BANK NEWS

Hurricane Hit

Hurricane Harvey comes at a time when the National Flood Insurance Program owes $24.6B to the
Treasury already. This will put pressure on a program that is expiring in Sep. The impact of Harvey
following Katrina means bankers should prepare for extreme regulatory scrutiny around all things

flood-related at upcoming exams.

Oil Prices
Given that 12% of US oil-refining capacity has been shut down due to Hurricane Harvey, along with
critical transportation access, oil prices are climbing.

Lending Slows
The FDIC reports lending slowed down for the 3rd consecutive quarter in Q2, with loans and leases
increasing only 3.7% vs. 6.7% last year.

Wind Down

Fed Dallas President Kaplan reiterated his desire to unwind the Fed's $4.5T balance sheet "very soon,"
echoing comments from multiple members recently. An official Fed announcement is expected during
the Sep meeting.

Payday Shift

The CFPB modified its payday lending rules to focus on short-term payday loans due in 2wks. These
loans carry annual interest rates up to 390%. Meanwhile, the CFPB decided to exclude high-cost
installment loans lasting 45 days or longer.

DEPOSIT OPPORTUNITIES

In an effort to expand our relationships, PCBB is pleased to offer community banks a money market
deposit account rate of 1.35%, subject to availability. Contact operations@pcbb.com
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