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We searched Google for the word "good" and got back 6.8B results. We then repeated the process for

the word "evil" and got back only 609mm results. We were quite pleased to see that Google's

algorithms are so smart that good wins out in the battle vs. evil. As with all things in life where this

battle is occurring, good bank technology teams have also been fighting to beat back the evil doers

out there in the cyber world. In this fight, some are turning to the field of biometrics.

Today, most banks safeguard customers' sensitive data with passwords, but a growing number are

experimenting with biometrics. These processes use iris scans, fingerprints, face recognition or voice

recognition to name a few and are considered a good way to verify a customer's identity. This is

particularly true since passwords are often shared, common, easily stolen and easily hacked. Body

parts on the other hand can't be so easily replicated. Because of this, biometric technology seems to

hold significant promise for data security within banking. But, as recent events have shown, biometric

technology is not infallible so banks still need to keep moving to keep their systems safe.

First, consider the successful efforts by a BBC reporter and his non-identical twin brother to fool

HSBC's voice recognition software. A few months ago, the twin was able to mimic his brother's voice

and gain access to his banking account. This wasn't an example of criminals trolling for unauthorized

access and doing grave harm, but it nonetheless highlighted the vulnerabilities of voice recognition

software. It is a warning signal to other banks that use voice recognition technology that this is still in

its relatively early days, so additional protective measures are needed to sufficiently protect customer

information.

Next, consider how the iris recognition system of the new Samsung Galaxy S8 was successfully

penetrated by The Chaos Computer Club (CCC). This group is dubbed Europe's largest association of

hackers. According to a spokesman for the group, whoever has a photo of the smartphone's

legitimate owner can easily mimic the owner's iris and gain unauthorized access to the phone. This

gets them into mobile wallets and perhaps even bank accounts. This isn't the first time the CCC has

cracked biometrics security, as the group previously managed to defeat the fingerprint sensor on

Apple's iPhone.

These recent biometric breaches highlight the need for banks to implement multiple layers of

security. Indeed, no single solution is all-encompassing and nothing is a panacea when it comes to

fending off evil players. That is why experts will tell you to use multifactor authentication, which

requires a user to provide at least two types of authentication. This can include a password, biometric

data, mobile phone or token. Nothing is infallible, but using multiple locks can help keep customer

data safe.

It's especially important to keep these lessons in mind as the allure of biometrics is being propelled

by the proliferation of smartphones. A recent study by digital security company Gemalto found that

48% of consumers expect a mobile device to become their primary form of identification by 2025 as a

result of biometric technologies.
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What's more, consumers are demanding banking apps employ biometric technology. A whopping 79%

of bank customers want biometric authentication beyond the fingerprint in their mobile banking and

payment apps, according to a new survey by biometric technology company, EyeVerify. Further, 42%

of consumers polled said they now refuse to use mobile banking or payment apps that don't have

biometric authentication.

Given all of this, it is very likely biometrics will become an even more important part of bank security

in the future. Even so, we caution bankers to keep monitoring things to stay on top of shifting risks

and technologies.

http://www.biometricupdate.com/201705/eyeverify-study-finds-consumers-trust-biometrics-for-mobile-banking-and-payments
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BANK NEWS

Mobile/Online

Bank of America said in its most recent quarterly earnings report that application logins using a

smartphone or tablet had climbed to 1.06B vs. 942mm 1Y prior.

Mobile Banking

Bank of America said in its most recent quarterly earnings report that the number of active mobile

banking users reached 22.9mm vs. 20.2mm 1Y prior. This compares to 28.4mm for JPMorgan and

20.4mm for Wells Fargo as they also reported in their earnings.

Fewer Branches

Bank of America said in its most recent quarterly earnings report that its total number of financial

centers shrank about 3% YOY to 4,542 vs. 4,681 as of the same quarter last year.

Mobile Banking

Fiserv reports the top mobile banking uses people say they did in the prior 30 days were: viewed

balance (80%), transferred money (56%), paid bills (41%), deposited a check (39%), and received

account alerts (36%).

Shrink Now

Fed Cleveland President Mester said she is in favor of taking action to reduce the $4.5T Fed portfolio

"sooner rather than later."

Treasury Yields

Jeff Gundlach, CEO of DoubleLine Capital projects 10Y Treasury yields will move "toward 3%" this year

as demand for safety globally wanes.

2017 EXECUTIVE MANAGEMENT ROAD TOUR

Join us in San Francisco or Chicago for this not-to-be-missed event where experts will discuss critical

issues facing community bankers. Visit our website and register today!
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