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Sleeping Soundly Around Password Risk

by Steve Brown

A new study by Penn State researchers finds the sooner babies are put in their own room the longer
they will sleep. That's right, babies that didn't sleep in the same bedroom as their parents slept for
longer stretches of time (about 45 minutes longer). The information runs counter to
recommendations of the American Academy of Pediatrics, who say parents should share a room (but
not a bed) with babies for 6 months to 1Y. It is something to think about perhaps but be sure to check
with your pediatrician to get professional advice.

In banking, the professionals say many passwords used by your customers are weak at best. In fact,
people are pretty lazy when setting passwords because they are forced to memorize them, so they
want something easy. That is why no one should be shocked by research from security company
SplashData that looked at over 5mm leaked passwords from last year and found some of the lamest
ones remain: 123456; password; 121212; passwordl; qwerty; login' welcome and admin to name a
few.

Memorization is tough, but Pew Research finds 65% of Americans still use it for their password
management vs. 3% who use password management software. Yet, as hackers get better at cracking
passwords, longer passwords are becoming required for many sites, including online banking.

Your customers may also think it is more challenging to remember all the passwords associated with
their accounts these days. In fact, 39% of people find it challenging to organize their passwords. This
is a problem, as 76% of corporate cyberattacks were related to weak passwords, according to the
research. That means customer behavior in this area likely is one key part of increased risk to your
bank.

To help educate customers try to get them to use a unique password for each website. It won't be
easy though, as a study by Keeper Security finds greater than 80% of adults say that they use the
same password over multiple websites. Given that cyber thieves break passwords with alarming
speed and ease, the most obvious victims will be the ones that use the same password over many
websites. Be sure to pass on the consequences of poor password usage to your customers to raise
awareness.

Next, be sure to educate customers that complexity and length are also important. Research finds a
supercomputer can crack an 8 digit password in 1.8 seconds and by mixing in lower and upper case
letters it takes 7.6 minutes. Using 10 characters that include letters, numbers and symbols boosts the
time to 5.3Ys and pushing this to 12 characters would push it out to 38,338Ys.

Besides unigue and complex passwords, the basics of password etiquette still need to be reinforced
as well. Teach your customers not to share passwords, nor visibly post them, to log off completely
from any websites and to change passwords often.
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Lastly, make sure any stored and encrypted passwords are secured. This is where hacking happens
frequently, as databases are breached, information is stolen and passwords are cracked. Regular
updates from your IT team should keep your mind at ease on this front.

Everyone knows that password protection is important. However, it is becoming even more important
in today's fast moving, password-breaking world. Now may be the time to review best practices with
your customers and employees and communicate the risks thoroughly. Doing so should also help
keep your bank and your customers sleeping soundly.
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BANK NEWS

Vendor Dependency

A Deloitte survey of senior corporate leaders worldwide finds just over 53% say they have a high or
critical level of dependence on their extended enterprise through third party vendors.

Rate Hikes
Fed San Francisco President Williams said he sees 3 rate hikes this year under his baseline scenario,
but would also be comfortable with 4 if the economy gets an unexpected boost.

Seeking Credit
A TD Bank survey of small businesses with <$1mm in annual revenue finds 21% have or will seek a
loan or line of credit, with 72% doing so with their primary bank

Personal Info

A survey by Phoenix Synergistics finds 46% of people want to visit a branch when they have to
change their name or address on a bank account vs. 10% who feel comfortable doing so using
mobile.

Operational Risk

Regulators indicate operational risk should focus on the board and management establishing the
bank's risk management system and controls through the risk governance framework. The failure to
establish a system of internal controls and an independent assurance function that tests the
effectiveness of internal controls exposes the bank to the risk of significant fraud, defalcation, and
other operational losses.

No Estimate

Research by Marsh & McLennan on cyber risks finds 68% of companies have not estimated the
financial impact of a cyber-attack and 30% say they have less than a basic understanding of their
cyber risk exposure.

Mobile Customers

JPMorgan reports the number of mobile banking logins by business customers has soared 31% from
Q4 2014 to Q4 2016. Meanwhile, teller activity at branches by the same group of customers has
declined 19%.

BCP

Research by CTRL-Z of global IT decision-makers finds only 59% are confident they could restore
business continuity within 24 hours.

ON DEMAND HELP FOR COMMUNITY BANKERS

Community bankers face many difficult challenges every year, but you are not alone. Our experts
stand ready to help you address a variety of issues. Go here to view options and opportunities:
https://www.pcbb.com/products/

Copyright 2018 PCBB. Information contained herein is based on sources we believe to be reliable, but its accuracy is not
guaranteed. Customers should rely on their own outside counsel or accounting firm to address specific circumstances. This
document cannot be reproduced or redistributed outside of your institution without the written consent of PCBB.

888-399-1930 | www.pcbb.com


https://www.pcbb.com/products/

