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Ink Blot Cyber Banking

..“ - ‘ by Steve Brown

Whether or not you have heard of Swiss psychologist Hermann Rorschach, it is pretty likely you are
familiar with the inkblot test. This psychological test interprets an individual's perception of a series of
seemingly random inkblots. After studying 300 mental patients and 100 control subjects (and
experimenting with hundreds of inkblots), in 1921 Rorschach authored a book called
Psychodiagnostik. In that book he documented how a series of 10 inkblots could be used to diagnose
an individual's personality and emotional stability. Unfortunately for Rorschach, the initial publishing
of his book was not well received and he died the year before his test gained any professional
recognition. It was not until 1939, however, after a group of psychologists improved upon the
statistical scoring methodology for Rorschach's interpretations, that his test began to be used as a
way of testing an individual's personality.

The fact that different people can look at the same set of inkblots and see very different things made
us think about the findings of KPMG's 2016 Banking Outlook Survey. It found that, despite the
importance of cybersecurity amidst an environment of increasingly sophisticated and aggressive
hackers, a surprisingly large percentage of bank executives are fairly clueless about their
organizations' cybersecurity efforts and whether or not they are actually successful.

According to the survey, 12% of CEOs do not know if their organizations have been hacked within the
past 2Ys, while roughly 47% of bank EVPs and managing directors and a whopping 72% of SVPs and
directors are also unaware of the efficacy of their banks' cybersecurity measures.

Given such a wide disparity between executive level awareness of bank efforts to fend off
cyberattacks, opportunities for hackers are being created as they continually search for a way into
banks. If bank employees across the board are not educated about the importance of cybersecurity,
or the efforts their own institutions are taking, it seems extremely easy for employees to unknowingly
jeopardize such security efforts. Interestingly, this possibility did not rank among executives top
concerns regarding security.

According to the study, when executives were asked to identify the areas they believe are most
vulnerable in their banks' data security, sharing data with third parties was the biggest concern of
both CEOs and other executives (EVPs through managing directors). Meanwhile, external attackers
were the biggest concern of the next level of executives (SVPs through directors).

When it comes to executives' top concerns in the event of a security breach, financial loss was the
top concern of CEOs, followed by reputation, litigation, job security and finally regulatory
enforcement. Reputation was the top concern of the rest of the executives, followed by financial loss
and regulatory enforcement.

While it is not necessarily surprising that CEOs often look at cybersecurity differently than other
executives, the unfortunate reality is that banks can't afford to let such information gaps remain.
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Hackers are constantly looking for such gaps, so communication is critical.

Given this reality, community banks should take the time to ensure that all employees are kept up to
date about their banks' big picture cybersecurity efforts and the steps they can take to ensure these
efforts are successful.

One place where community banks can begin is with the website specifically created for this purpose
by the FFIEC at http://www.ffiec.gov/cybersecurity.htm.

This website was created specifically to help bank executives determine where their biggest
cybersecurity risks are, so that they can take steps to reduce such threats. In addition, we might
suggest that every hacker captured by the authorities be subjected to the ink blot test to see how
their minds work so bankers can best protect against their nefarious deeds.
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BANK NEWS

M&A Activity

1) First National Bank of Pennsylvania ($20B, PA) will acquire Yadkin Bank ($7.5B, NC) for about $1.4B
in stock. 2) Bank of Ann Arbor ($1.2B, MI) will acquire Bank of Birmingham ($274mm, MI) for about
$33mm in cash.

Correction

An astute reader pointed out that a story we ran on 7/15 that indicated "research by the Fed finds
office workers spend less than 50% of their time on value creating business activities..." should have
clarified that while the research was from the Fed, the quote was actually from someone responding
to a Fed survey and not the Fed itself. We appreciate alerting us and hope this clarification helps our
readers.

CECL Impact

Fitch Ratings said it projects US banks would need to increase loan loss reserves by $50B to $100B if
the current expected credit loss (CECL) model were applied today. It estimates US banks in aggregate
will likely see a 25bp to 50bp hit to tangible common equity ratios once CECL is fully implemented.

Ugly Run
For community bankers keeping track of international markets, you might be interested to note that
Japan has had low or negative rates now for a span of 18Ys.

Dream Big

An Endurance International Group survey of small business owners finds 68% say they own their
small business because it allows them the independence to chase their passion, 43% say they love
the freedom and flexibility of owning their business and 22% say it lets them live their dream. Now
you know why as a community banker you love interacting so much with these people - fantastic.
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