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You may not have known it but the supreme god of the Olympians, Zeus, was apparently also very

sexually busy--even by the standards of the Greek Gods. He was said to have sired Aphrodite, Athena,

Apollo, Artemis, Hermes, Dionysus, Perseus, Hercules, Helen of Troy, the three Graces and all nine

Muses. Perhaps that makes sense from a literary point of view when you consider he had to be

aggressive to overthrow his father and win against his brothers (Poseidon and Hades) to capture the

thrown. At least, that's what we learned when we were assigned to read about mythology way back in

junior high.

You may have forgotten Zeus' track record, so you may not have made the connection as to how the

bank credential-stealing virus named Zeus, identified in 2011, counts the "GameOver Zeus" malware

as a descendant. The fine folks at FinCEN, however, were quite aware. They even say Suspicious

Activity Reports (SARs) filed by financial institutions helped crack a case where $7mm was

fraudulently wired out of an account at a FL regional bank.

It's just one example given by FinCEN's director at a recent meeting of financial security types. She

describes FinCEN as the US "financial intelligence unit" responsible for collecting and analyzing such

data and then getting it out to more than 300 law enforcement and regulatory agencies. The goal is

to actively fight money laundering and the financing of terrorism.

The sheer scope of the task is remarkable: FinCEN says it collects 55,000 filings per day, coming from

more than 80,000 financial institutions and 500,000 individual foreign bank account holders. The

filings, mandated by BSA, include SARs as well as the reporting of cash transactions exceeding

$10,000. There are now 190mm records in the database and FinCEN handles 30,000 daily searches

from law enforcement and regulators.

It seems like a lot, but FinCEN has managed to sort through the reports and develop leads on various

kinds of cyber threats. They have surfaced malware that targets banks; ransomware; and "distributed

denial of service" attacks that overwhelm a website or computer server. Of particular interest is

"spear phishing," where criminals steal a company's wire-transfer information, then send the

authenticated data to the company's financial institution in order to wire money to overseas

accounts. The FBI says more than $1B has been stolen this way since 2013.

The director of FinCEN has two particular bits of advice. One is for banks to share information

internally across their business lines. For example, employees who work to combat cyber threats may

also be able to help with BSA and AML compliance.

The second piece of advice is for banks to add computer information, such as IP addresses or bitcoin

wallet addresses, to SARs and file them voluntarily with regulators when a cyber-attack occurs. In this

case banks have a long way to go as less than 2% of SARs contain any IP information. The director

also urges banks to use the safe harbor granted in Section 314(b) of the USA PATRIOT Act to share

information on cyber-attacks with other financial institutions.
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Taking these steps may not make bankers seem like the God of Thunder, but it may keep you from

getting shocked by a cyber bolt now and again. In the meantime, FinCEN plans to keep searching the

data high and low as it tries to track down the evil-doers and blast them into rubble.

BANK NEWS

M&A Activity

1) OceanFirst Bank ($2.6B, NJ) will acquire Cape Bank ($1.6B, NJ) for about $208.1mm in cash and

stock or roughly 1.41x tangible book. 2) Johnson Bank ($4.1B, WI) will acquire investment advisory

and wealth management firm Cleary Gull Advisors Inc. (WI) for an undisclosed sum. Cleary Gull

provides investment advice with respect to over $2.1B of client assets. 3) CresCom Bank ($1.3B, SC)

will acquire Congaree State Bank ($116mm, SC) for $16.3mm in cash and stock.

Saying No

US District Judge Brooke Jackson has dismissed a lawsuit by Fourth Corner Credit Union that tried to

force the Fed to allow it access to the Fed system. Fourth Corner serves marijuana businesses in CO,

which legalized pot in 2012. The judge dismissed the lawsuit on the grounds marijuana is illegal at

the federal level and that financial institutions that deal with money generated by the pot industry

could be breaking the law.

Rate Hikes

Fed Vice Chair Fischer told CNBC in an interview that market investor expectations for future interest

rate hikes are "too low" and that Fed projections of about 4 rate hikes in 2016 are "in the ballpark."

Investors have been expecting 2 rate hikes.

Multifamily Lending

Reis Inc. reports average effective apartment rents climbed 4.6% nationwide in 2015, the best

performance since 2007.

Customer Tech

Banks may be interested to find that a report by Flurry finds mobile app usage jumped 58% in 2015,

driven by 332% growth in personalization apps (lock screens, emoji keyboards, etc.), 132% growth in

news and magazine apps and 125% growth in productivity apps.

Job Cuts

Bloomberg reports the banking industry has cut 600,000 jobs since 2008.

Too Optimistic

Research by Morningstar finds consensus estimates by economists of GDP growth for 2015 as of the

end of 2014 was 2.9% vs. the 2.3% actual (off by 21%). Meanwhile, the fed funds rate back then was

projected to be 1.00% at year end vs. the 0.35% level where it is finishing this year (off by 65%). If

the trend continues, maybe you should take the estimates you see for 2016 floating around and cut

them down to size.

Resolutions

Research by Fidelity Investments finds 46% of people who resolve to improve their financial results

see results, so making a New Year's resolution like that can help your customers perhaps.
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