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Cooking Up Bacon Flavored Cyber Insurance

by Steve Brown

Almost everybody loves bacon and as a result, some interesting new businesses have sprung up
around this tasty food. We recently stumbled across J&D's, a Seattle-based company that specializes
in all things bacon. In addition to run-of-the-mill flavorings, spreads and dressings, J&D's offers exotic
items like Bacon Moustache Wax and bacon-flavored deodorant. The company even sells Naked
Bacon Cooking Armor for those who wish to rustle up bacon in the buff (not advised though as it
tends to splatter hot grease around when cooking).

We're not sure how big an appetite people have for these products, but we do know that banks are
hungry for more information about cyber-risk insurance. It's not mandatory yet, but the day could
come in the not-too-distant future. Already there are rumblings from regulators about the increasing
importance of cyber insurance. In a Dec. 3 speech to the TX Bankers' Association, Treasury Deputy
Secretary Raskin set out reasons why banks should be investing in cyber-insurance. Then, on Dec 10,
NY State Department of Insurance Superintendent Lawsky issued an industry guidance letter to banks
outlining new targeted cyber-security preparedness assessments. The letter expressly states that
examinations will include "cyber security insurance coverage and other third-party protections."

Cyber-risk insurance is relatively new and is it becoming increasingly popular, particularly in the wake
of high-profile data security breaches at large companies. In 2013, only 10% of respondents to a
study sponsored by Experian Data Breach Resolution said their company purchased a policy. In this
year's poll, the percentage more than doubled to 26%. While the study didn't focus only on banks,
financial services firms accounted for nearly 20% of the respondent base.

Cyber-risk insurance is expected to grow substantially over time as the spate and size of data
breaches continue to increase. In 2013, 33% of respondents to the Experian report said their
company had been hit with a data breach. This year, the percentage increased to 43%. What's more,
60% of respondents said their company experienced more than one data breach in the past 2Ys, up
from 52% of respondents in 2013.

Even if you've taken preventative measures to ward off breaches, there's no guarantee one won't
occur, which makes cyber-risk insurance all the more compelling. You might be able to handle a minor
breach or two without additional coverage, but if you are unlucky enough to be hit with a massive
cyber breach, your general liability policy probably won't do you much good.

When it comes to cyber-insurance, not all policies are created equal, however, so you have to shop
around and read the fine print carefully. There are certain cyber risks that are commonly covered, but
don't assume carriers offer the same protection.

How much this insurance costs is also a loaded question. Cost depends on the size and scope of your
business and it varies widely by carrier. We did a cursory search and found you might expect to pay in
the range of $10k to $35k or more a year in premiums for $1MM in coverage. Keep in mind that
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$1MM probably wouldn't even scratch the surface if a large-scale breach were to occur at your
organization.

We know cyber insurance can be expensive, but the reality of the world we live in is that you can't be
too prepared. At the very least, you'll sleep better knowing you have an added blanket of protection.
Then, if you're so-inclined, you can even catch your winks on a bacon-flavored pillowcase.
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BANK NEWS

M&A Activity

1) Huntington National Bank ($66B, OH) will acquire Macquarie Equipment Finance Inc. for about
$380mm. The move adds about $900mm in equipment finance assets and boosts Huntington's asset
finance capabilities.

Rate Hikes

Fed Chair Yellen in testimony to Congress indicated the word "patient" in prior communications would
likely be dropped in March, although doing so did not necessarily indicate the first rate increase would
be in June. She indicated that the economy continues to improve and that the Fed would consider
raising rates on a "meeting by meeting basis." Overall, the Fed seems to be seeking to keep the
markets calm as they prepare to start raising rates in the second half of this year.

Regulatory Warning

The Deputy Comptroller for Supervision Risk for the OCC warned in a speech that banks that extend
asset maturities to pick up yield, especially if they rely on the stability of non-maturity deposit
funding, could face significant earnings pressure and capital erosion depending on the severity and
timing of interest rate moves.

Safety

Bloomberg reports US banks hold about $2T in US government and agency bonds, as Basel Il
changes drive an investing shift among the largest banks in the industry. US banks have increased
their purchases for 16 straight months and now hold the highest level of such bonds since 1973.

Consumer Risk

Bankrate reports 24% of Americans have more credit card debt than emergency savings and another
13% have no credit card debt but also don't have emergency savings. By group, Gen X (age 30 to 49)
is the worst off (32% have more credit card debt than emergency savings), followed by millennials
(age 18 to 29) at 21% short and then retirees (65+) at 14%.

Fraud Refunds

As this tax year gears up to full speed, it is interesting to note that a GAO report finds the IRS paid an
estimated $5.8B in fraudulent refunds last year related to identity theft.

Industry Branches

The latest FDIC report on branches from June 2014 finds the total number of banking offices was
94,725 (down 4.8% from the high water mark of 99,550 of 2009).
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