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AN EGG-ZACTING ASSESSMENT OF YOUR
VENDORS

by Steve Brown

Community bankers are a self sufficient bunch. Most people who work in smaller banks are experts in
more than one area out of necessity and that makes life more interesting and offers a comprehensive
view of what is going on all over the bank. As skilled as bankers may be at doing multiple things,
compressed margins and ever-changing regulatory environment has pushed more banks to seek
outside resources and therefore, outside vendors to get some tasks off their plate.

To do so, regulators require every bank to have a due diligence policy in place to ensure outside
vendors meet certain standards. The policy should be in line with the sophistication level of the bank
and the complexity of the processes the bank plans to hand off to outside vendors. Vendors that
support critical systems require more rigorous testing than those that do not.

If your bank is considering outsourcing some processes, it might be a good time to review your
vendor risk assessment policy to make sure it is updated. To begin, assess the importance of each
service a vendor performs and how dependent the bank is for basic functions. Ask whether the bank's
reliance upon this vendor presents business, financial, operational, reputational or regulatory risk.
Consider whether the vendor will have access to confidential customer data and think about whether
the vendor performs a critical business function. In short, the more reliant the bank is upon the
vendor to carry out its day to day functions, or the higher the level of access to confidential data,
then the greater need for care is required.

A typical way to approach vendor due diligence is to assign numbers or colors that signify high,
medium or low risk. The bank's core provider for example is much more likely to create a security
problem than the janitorial service in most cases, so it likely warrants a higher risk score. How a
vendor mitigates that risk should also be quantified. The net result between inherent risk scores and
mitigating factors should then give you a good idea of the level of risk associated with a particular
vendor. By using a scoring system, your bank can focus energy on the vendors that have the highest
net scores as you seek to mitigate the risk or conduct additional due diligence. It is a good practice to
regularly review all vendors and document/quantify any changes in their risk profile.

There are a number of modules and templates available to assist in assessing vendors, but a written
analysis or even Excel will also work. There are also full service outsourced vendor management
solutions if your complexity increases or you find yourself outsourcing more significant jobs.
Ultimately, the bank is held responsible by the regulators to understand the results from any
assessment, which vendors they use, how risky each one is and the mitigating factors that might
offset, so make sure your process can be explained in detail.

By putting a few safeguards in place, outsourcing can be a good way to free up bank staff to do more
important things or bring in additional expertise to help in given areas. It can also be egg-xactly what
is needed to free up resources to capture more customers and boost performance.
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BANK NEWS
M&A

The holding company for Provident Bank ($3.8B, NY) will buy the holding company of Sterling
National Bank ($2.7B, NY) for $344mm in stock. The holding company for Lake Sunapee Bank ($1.3B,
NH) will buy the holding company of The Randolph National Bank ($170mm, VT) for $14.4mm in
stock.

Mobile

Bank of the West has launched a new app that allows mobile banking customers to check balances
without having to log in. The bank indicates about 20% of its online banking base use mobile.

ATM

Bank of America is rolling out new ATM machines that allow users to video conference with a live
person to assist them with more complex transactions. BofA has dubbed this "ATM with Teller Assist."

IRS Audit Risk

The IRS has released data that shows tax filers with taxable income of $1mm or more are 12x more
likely to be audited than other tax payers. About 1 in 8 of these taxpayers was examined in 2012.

Card Fraud

FICO Labs reports 46% of all credit card skimming occurred at bank ATMs, 36% happened at retail
point of sale terminals and 18% took place at non-bank ATMs.

Busted

A former branch manager at a bank in NE has pled guilty to stealing close to $1.4mm from his prior
employer. The man fraudulently created fake loans in customers' names, issued cashiers checks,
increased existing customer loans and stole close to $100k in cash from the bank vault.

Also Busted

A PA woman has been charged with conspiracy to commit loan and wire fraud involving 100
properties and $20mm in mortgage loan proceeds. The woman used false documents, W2 forms, pay
stubs and tax returns submitted to lenders as part of a fraudulent real estate scheme.

Business Worry

Research from Newtek finds 60% of small business owners feel uncertainty in DC is having the largest
negative impact on the economy and their businesses, followed by 22% who said tax increases and
18% who named payroll tax increases.
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