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Did you hear about the summer intern at IBM last year that invented a box-in-a-box idea for data

encryption? The breakthrough was so extraordinary; it reportedly solves a riddle that has baffled

mathematicians the world over for 30Ys. IBM calls the box-in-a-box concept "homomorphic

encryption." If it as is billed (we won't see a commercial application for a few years at least), it will

forever change online banking and e-commerce in general and keep the crooks at bay. As long as we

are on the subject of technology, there has been a lot going on in the banking industry as well.

Sure, the asset quality guys steal the show right now, but technology geeks everywhere are quietly

working along in the meantime. Technology spending for internal use at banks, for example, is

expected to grow by 5% in the next 2Ys. Of particular emphasis, technology professionals will be

modifying, enhancing and increasing risk management applications. The credit crisis has taught us all

that risk management properly applied protects everyone and improves performance.

Given the stress in the lending area, look for IT resources to shift to branch investment and cost

containment. A drive to improve the customer experience, boost productivity and save costs

throughout the bank is taking hold and being embraced across organizations. Saving money and

improving efficiencies throughout the bank are critical at this juncture.

Another area expected to see ongoing growth is online banking. Today, 7 in 10 households pay bills

online on a monthly basis and within 5Ys, that number is expected to jump to 63mm households.

Bankers are spending technology money to beef up the online platform because customer demand

keeps getting stronger and stronger.

To have a strong IT group, bankers need to ensure spending does not outpace revenues. Studies find

banks that use peer benchmarks to build budgets underperform those who build IT spending around

services that will have the greatest business impact. If you are going to try and use a benchmark to

manage IT spending, try focusing on averages and multiples. Follow that up with periodic targeted

reviews of project performance and you are well on your way to superior performance.

Another focal point for IT is related to security. However, because the most damaging threats are

found to occur from internal sources in study after study, make sure you are doing all you can to

protect the bank. Conduct robust background checks, monitor internet usage, email and text

messaging. One way to ensure you have a robust program is to conduct annual IT audits and network

vulnerability assessments. These should be performed by outside experts independent of the

technology group and reports provided to the Board.

Finally, monitor your customers. A new study of small businesses finds risks that can hurt the bank

(given that so many customers come in through online channels these days). The data shows about

50% of these customers do not have active antivirus and antispyware protection; 47% have no

desktop backup or recovery; 42% have no anti-spam filter installed; 35% have reported stolen data;

25% have had deliberate employee sabotage and 42% do not have a dedicated IT team.

We don't know if the box-in-box encryption thing will really work, but it does sound interesting. For

banks, a more immediate need is to understand security vulnerabilities, while IT teams leverage
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technology spending to produce revenue or reduce costs during this period of industry stress.
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BANK NEWS

Consumer Credit

For the 7th month in a row, consumer credit outstanding fell, dropping 5.81% to $2.46T over Aug. By

sub-category, non-revolving credit dipped 1.6% to $1.56T while revolving lines declined 13.08% to

$889.4B. If this trend continues through next month, it would be the 1st time since the Fed began

collecting data in 1943 that consumer credit shrank for 8 consecutive months.

Office 3Q

Rents dropped 8.5% over the 3Q compared to the same time last year, marking the largest drop since

1995. Vacancies pushed on higher to 16.5%.

Worst Ever

S&P is reporting the 3Q was the worst ever for corporate dividends. While the bottom may have been

found, it will be several more quarters before companies feel comfortable enough to initiate/increase

dividends again.

Jobs

Banks trying to figure out when the FRB will raise rates may be interested to know unemployment

historically lags economic recovery by about 10 months.

Small Biz

The SBA reports the banking industry provides about 67% of all funding to small businesses in the

country. Of the funding types, small businesses most often look to banks for loans, capital leases and

credit lines.

Tax Credit Extension

A survey by Zillow finds 18% of first time home buyers said an extension of the $8k tax credit would

be a primary influence in their decision to buy and 25% said it would be a significant factor.

Home Loans

According to the MBA, delinquency rates on subprime arms fell in 2Q. However, rates on prime

residential mortgages ramped up to 9.24%, a 283bp rise from the same period last year.

Customer Cutbacks

A new IBM study finds 72% of people have made significant spending cuts recently, including 59% of

those with incomes above $100k.
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